
Introduction 

The decision of the Court of Appeal in AmBank (M) Bhd v KT Steel 

Sdn Bhd & Ors [2011] 5 CLJ 500 to dismiss the appeal of the appel-

lant bank reaffirms the judiciary’s approach in placing substance over 

form. However, in arriving at its decision, the Court of Appeal had 

also to balance 2 conflicting interests: that of the wider public interest 

in ensuring that moneylending transactions are not disguised as leas-

ing transactions or other similar transactions as a means to avoid com-

plying with moneylending licensing requirements, and that of the ap-

pellant, and other financial institutions, which in the ordinary course 

of their business, in lending money, should be able to enforce their 

claims against borrowers for monies lent in consideration of the lat-

ters’ promise to pay, whether by contract, under common law or in 

equity. In this case, the Court of Appeal ruled that the wider public 

interest should prevail. 

In this article, we shall analyse the case of AmBank which originated 

from the High Court and then went on appeal to the Court of Appeal, 

where the transaction in question involved an equipment lease agree-

ment entered into between the appellant and the respondent.  

AmBank (M) Bhd v KT Steel Sdn Bhd & Ors (AmBank) 

On 1 September 1996, the respondent (KT Steel) entered into a sale 

and purchase agreement (Sale and Purchase Agreement) with M&M 

Greaves Machinery Atlas Works (Seller) to purchase some equipment 

for RM2.3 million. KT Steel then applied to AmBank (M) Bhd 

(formerly known as AmFinance Bhd) (Bank) for financing facilities, 

which were approved by a letter of offer dated 12 October 1996 

(Letter of Offer). An equipment lease agreement (Lease Agreement), 

incorporating the terms of the Letter of Offer, was executed subse-

quently between the Bank and KT Steel, pursuant to which inter alia 

the Bank agreed to purchase the equipment. The sum of RM2.3 mil-

lion was disbursed upon execution of the Lease Agreement and was 
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used by KT Steel to settle the purchase price of 

the equipment under the Sale and Purchase 

Agreement. The RM2.3 million facility was 

secured by a letter of guarantee (Letter of Guar-

antee) executed by three of the four named 

guarantors. Following alleged breaches of the 

terms of the Lease Agreement, the Bank filed a 

claim against KT Steel for the repayment of the 

RM2.3 million disbursed. KT Steel contested 

the claim alleging that the Lease Agreement 

and the Letter of Guarantee were illegal and 

void in law.  

Although several issues were raised for consid-

eration by the High Court, this article will focus 

on the primary issue that came before the High 

Court, that of whether the Lease Agreement 

was in fact a loan transaction and consequently, 

whether it was void for non-registration by vir-

tue of section 4 of the Bills of Sale Act 1950. 

Lease Agreement or Loan Agreement?  

Both the High Court and the Court of Appeal 

found that the Sale and Purchase Agreement 

had effectively transferred the ownership of the 

equipment from the Seller to KT Steel. The 

transfer was effective by virtue of sections 19 

and 20 of the Sale of Goods Act 1957, which in 

summary provides that where there is an uncon-

ditional contract for the sale of specific or as-

certained goods, the ownership in the goods 

passes to the buyer when the contract is made 

or at such time as the contracting parties intend 

it to be transferred. However, there was no evi-

dence on record to show that the Bank had pur-

chased the equipment from KT Steel as provid-

ed by the Lease Agreement nor that the owner-

ship in the equipment was, in any way, trans-

ferred in its favour. KT Steel was therefore, 

unequivocally, the buyer and owner of the 

equipment at all times and there was no evi-

dence that the Sale and Purchase Agreement 

had been novated by KT Steel to the Bank. 

Hence, despite the fact that based on the evi-

dence (the Bank had structured the transaction 

as a leasing transaction, KT Steel’s Board ap-

proved acceptance of the terms of a lease and 

execution of a lease agreement, the disburse-

ment voucher of the Bank reflected a debit to a 

leasing account, etc.), and the fact that both 

parties intended to enter into a lease agreement, 

the High Court held that, in view of the fact that 

ownership in the equipment remained with KT 

Steel, the Bank could not be said to be the les-

sor of the equipment and hence, the lease agree-

ment was, in fact, a cloak used to conceal the 

loan granted by the Bank, which was secured 

by the equipment. The High Court then pro-

ceeded to hold that the lease agreement was a 

“bill of sale” which was void for want of regis-

tration under Section 4 of the Bills of Sale Act 

1950. This was affirmed by the Court of Ap-

peal.   

Following that, the High Court made a further 

determination as to whether the loan transaction 

might still be enforceable to enable the Bank to 

recover from KT Steel, the amounts due and 

outstanding under the RM2.3 million facility. 

In this respect, the High Court held that as the 

lease agreement, as a bill of sale, was void, the 

security created over the equipment thereunder 

was accordingly void. As such, the loan granted 

to the borrower was unsecured, and this violat-

ed Section 60 of the Banking and Financial 

Institutions Act 1989 (BAFIA) which prohibits 

a licensed institution from giving any credit 

facility without security. Consequently, the loan 

could not be recovered at all by virtue of Sec-

tion 24 of the Contracts Act 1950, on the basis 

that the “consideration or object” of the Lease 

Agreement was “forbidden by law” (subsection 

(a)). 

The Court of Appeal appears to have consid-

ered the matter slightly differently. The matter 

went on appeal to the Court of Appeal, where 

the Bank appealed against the dismissal of its 

claim by the High Court, and the sole issue that 

arose for determination was whether the Lease 

Agreement was a genuine lease agreement or a 

loan agreement which was void for want of 
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registration as a bill of sale under the Bills of 

Sale Act 1950. In dismissing the appeal, the 

Court of Appeal affirmed the High Court’s 

findings that KT Steel remained the owner of 

the equipment at all relevant times. Whilst the 

Leasing Agreement had provided that KT Steel 

had purchased the equipment as agent of the 

Bank, in an attempt to vest ownership of the 

equipment in the Bank, this was not consistent 

with the position under the Sale and Purchase 

Agreement, where the seller of the equipment 

proceeded to sell the equipment to KT Steel, as 

principal; no evidence was placed before the 

Court of Appeal which supported the proposi-

tion that the Sale and Purchase Agreement had 

been novated to the Bank, who would then have 

been in a position to lease the equipment to KT 

Steel under the Leasing Agreement. On that 

basis, the Court of Appeal found for the re-

spondent, that the Leasing Agreement was not a 

bona fide leasing transaction but in fact, a mon-

ey lending transaction. 

Although the question of licensing did not arise 

during the High Court proceedings, the Court 

of Appeal nevertheless based its judgment addi-

tionally, on public policy. It emphasized that 

there was a distinction to be drawn between 

hire purchase transactions and loan transac-

tions, the former not being considered a financ-

ing transaction whereas the latter, just so. Ac-

cordingly, the latter was strictly regulated by 

legislation requiring a licence, without which 

the money lending transactions in question 

would be illegal, null and void. The Court of 

Appeal was concerned that if it opened the door 

a crack, to uphold claims under arguable leas-

ing arrangements, this could open the flood-

gates and encourage a proliferation of equip-

ment and other types of lease transactions 

which were, in fact, money-lending transactions 

being entered into with the intention of avoid-

ing the moneylending licensing requirements. 

 

 

The Decision  

At first glance, the decision made by the High 

Court and upheld by the Court of Appeal ap-

pears to have been made based on a sound prin-

ciple, that of substance over form. However, on 

closer scrutiny, the conclusion reached by the 

Court appears to be contrary to established le-

gal principles.  

The Leasing Agreement was held not to be a 

genuine leasing agreement, but in fact, a loan 

agreement secured by the equipment, which 

then was held to be void for want of registration 

as a bill of sale, under the Bills of Sale Act 

1950.  Neither court appeared to be in any 

doubt that the leasing agreement was a bill of 

sale registrable under the Bills of Sale Act, as 

opposed to a charge or a debenture creating 

security over equipment (falling within the ex-

ception under section 2 thereof), which would 

then have been registrable under section 108 of 

the Companies Act 1965 instead.  

Whither the loan? Subsection 4(a) of the Bills 

of Sale Act 1950 provides that the bill of sale is 

void “in respect of the personal chattels com-

prised therein”. However, this is not to say that 

the debt secured by the bill of sale is according-

ly extinguished – it is not, and the leading au-

thority for this proposition is the Federal 

Court's decision of Ponnuthurai v. Nasib Singh 

[1964] 1 LNS 138, an appeal case which raises 

a question as to the rights of a person who has 

lent money  on the security of a bill of sale 

which is found to be void.  

In the Ponnuthurai Case, the respondent who 

was the plaintiff in the original proceedings lent 

money to the defendant who executed a bill of 

sale in the plaintiff’s favour by way of security 

in respect of 2 cars which were duly registered 

and was renewed from time to time. After mak-

ing some payments, the defendant stopped. In 

the action filed for recovery of the balance, the 

plaintiff also sought an order of seizure and sale 

of the chattels comprised in the bill of sale. The 

latter application was abandoned at trial but the 
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trial proceeded on the claim for recovery of the 

balance owing, together with interest. Amongst 

the defences raised was one concerning the bill 

of sale; that the bill was void. Although the 

court held that the bill of sale was void for want 

of renewal, the plaintiff was entitled to recover 

the unpaid loan as money had and received. 

The defendant appealed.  

In dismissing defendant's appeal, the court re-

ferred to a number of English cases, one such 

being Davies v. Rees [1886] 17 QBD 408 

where it was held that where money was lent 

and a bill of sale given by way of security, was 

void under s. 9 of the Bills of Sale Act for not 

being in accordance with the prescribed form, 

the bill of sale was also void for all purposes 

whatsoever and the lender could not recover on 

the covenant to repay the loan. However, there 

was an implied agreement to repay the money 

on which the lender could recover, inde-

pendently of the bill of sale. It was not intended 

by the Bills of Sale Act that the borrower 

should be able to keep the money which he had 

borrowed in his pocket because the bill of sale 

was made void. 

Although the Federal Court in the Ponnuthurai 

Case took cognisance of the House of Lord’s 

decision in Boissevain v. Weil [1950] 1 All ER 

728 where it was held that the Court could not 

impute a promise to repay money the borrow-

ing of which was forbidden by law, the Federal 

Court nevertheless made a distinction between 

the facts of the Borssevain Case and the Pon-

nuthurai Case. In the former, the nature of the 

lending transaction itself was forbidden by the 

defence regulations, whereas in the Ponnuthurai 

Case, a loan of money and the lending of the 

money were not forbidden by law. Even if the 

bill of sale had been void and so tainted with 

illegality ab initio there was nothing unlawful 

about the lending of the money in connection 

with which the bill of sale had been given. 

In AmBank, similar considerations may be said 

to have applied. The Courts ought to have held 

that, notwithstanding that the Leasing Agree-

ment was effectively, a bill of sale which was 

void for want of registration under Section 4(a) 

of the Bills of Sale Act, the respondent should 

nevertheless have been held liable to repay the 

money borrowed on the basis that the wording 

of Section 4(a) rendered the bill of sale void “in 

respect of the personal chattels comprised 

therein”. Section 4(a) should have been distin-

guished from Section 6(b) of the Act which 

renders a bill of sale which is not made in ac-

cordance with the prescribed form under the 

Act, wholly void. As per Lord Esher MR in the 

Davies Case, the words of the Act must be giv-

en their natural meaning, i.e. whether void for a 

particular purpose, or totally void for all intents 

and purposes. Similar views were expressed in 

Fook Lee Tin Mining Kongsi v Gurdev Singh 

[1952] MLJ 55 (Privy Council), where it was 

held that although the bill of sale was void for 

non-registration, it did not extinguish the debt 

owing thereunder. 

Further, as there was also nothing unlawful 

about the object of the lending in AmBank, 

which was to fund the purchase price of equip-

ment, the loan should not have been rendered 

void by virtue of Section 24 of the Contracts 

Act 1950 and the Bank’s claim to recover all 

amounts outstanding under the RM2.3 million 

facility should have been allowed and upheld. 

The next point in the judgment which begs 

closer inspection is that of the unsecured loan 

being in violation of Section 60 of the BAFIA. 

On a strict reading of the wording of Section 

60, it does not expressly invalidate credit facili-

ties or loan agreements made in contravention 

of its terms. Additionally, Section 125 of the 

BAFIA provides that “except as otherwise pro-

vided in this Act, no contracts, agreements or 

arrangements entered into in contravention of 

any provisions of this Act, shall be void solely 

by reason of such contravention”. The leading 

authority on this Section is the Supreme Court's 

decision in Coramas Sdn Bhd v Rakyat First 
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Merchant Bankers Bhd & Anors [1994] 2 CLJ 

143 (a case involving a dispute where a sale 

and purchase agreement of shares was entered 

into in contravention of section 45 of BAFIA 

i.e. without obtaining the prior written consent 

of the Ministry of Finance). The Supreme Court 

held that as neither section 45 nor any other 

section in BAFIA provides that an agreement in 

contravention of section 45 is void and as sec-

tion 125 is a saving provision, it operated to 

save the sale and purchase agreement from be-

ing void and unenforceable notwithstanding the 

fact that it was in breach of section 45 of the 

BAFIA. 

And again, in a more recent High Court deci-

sion - RHB Bank Berhad v Yap Ping Kon & 

Anor; Tan Sri Lim Geok Chan (Third Party)

[2006] 1 LNS 180 - where it was alleged that 

the loan transaction was illegal as it contra-

vened section 24 of Contracts Act 1950, and 

that as the loan was granted without security, it 

was also in contravention of section 60 of the 

BAFIA. In this case (although it later transpired 

that the bank was exempted from complying 

with section 60) the High Court held obiter that 

“neither section 60 of BAFIA nor any other 

section in the Act declares that an agreement in 

contravention of section 60 is void”.  

Hence, on the basis of prevailing authority, the 

Courts in AmBank should have held that the 

Leasing Agreement (as a loan agreement) and 

accordingly, the credit facility were “saved” by 

Section 125 of the BAFIA, and should thus, 

have allowed the Bank to recover the monies 

due and owing to it by the respondent.  

 

 

 

 

 

 

 

 

Conclusion 

Although the Court of Appeal’s decision in 

AmBank is laudable from the perspective of its 

desire to consider and uphold the public inter-

est, as well as its approach in considering sub-

stance over form, it is submitted that the Court 

erred in its decision not to uphold the validity 

of the loan to the respondent, thus allowing the 

respondent to make an unjust profit at the ex-

pense of the Bank, and an unfortunate byprod-

uct of that might well be a proliferation of re-

calcitrant borrowers who may now attempt to 

hide behind a re-characterisation of their loans 

in the hope of making a similar profit. 

 

Jenny Hong 

Associate 
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Introduction 

Cloud computing is the latest emerging trend 

which is reshaping the way information tech-

nology (IT) services and products are being 

used and provided by organisations. Essential-

ly, cloud computing service providers will pro-

vide a customer with hardware, and software 

through the Internet as a service, in considera-

tion of payment of a subscription fee. Undenia-

bly, cloud computing will continue to evolve 

and its usage will become ever more wide-

spread and commercialised in the near future. 

Be that as it may, such a technology has given 

rise to concerns with data security, leading 

many to eschew it despite the obvious cost sav-

ings. A key feature of cloud computing – re-

source pooling – enables cost reduction and 

improves resource utilisation. However a lack 

of physical and logistical separation of infor-

mation would result in the information of dif-

ferent users ending up in the same servers. Data 

segregation is applied through simple client-

side authorisation and authentication, and many 

providers rely heavily on the user to conduct 

their own encryption. Users, therefore, face the 

risk or have the fear that the providers’ person-

nel or a third party may have access to their 

information. Hence, issues of privacy and con-

fidentiality are at the forefront of potential us-

ers’ lists of questions and considerations.  

This article will explore the issues of privacy 

and confidentiality of data which is stored in a 

cloud, in the context of existing Malaysian leg-

islation, to determine if any of the existing leg-

islation may provide some measure of protec-

tion to a user, and/or remedy for breaches of 

security of the cloud.  

Overview on Cloud Computing 

For the purpose of this article, we have defined 

the following for clarification: 

A “User” is a customer or potential customer of 

a cloud computing service, and may be an indi-

vidual, corporation, government department or 

other entity; and 

A “Provider” is an organisation which offers 

the cloud computing service, which may be a 

corporation, non-profit organisation, govern-

ment department or other entity. The Provider, 

in handling the information of the User, may 

also be known as a third party for the purposes 

of data security and management. 

Cloud computing is a composite offering of 

service and technology which provides Users 

with flexible and location-independent access 

to computing resources on demand. The ser-

vices are provided through a virtual cloud 

which is created through resource pooling. Re-

source pooling is done by serving multiple con-

sumers using a multiple tenant function, and 

resources are dynamically assigned to each 

different consumer. This may arise from the 

usage of spare server farms of large IT compa-

nies such as Amazon and Google.  

Typically, there are three service models being 

offered as cloud computing services. These are 

Software as a Service (SAAS), a software dis-

tribution model where Provider-hosted applica-

tions are made available to Users, Platform as a 

Service (PAAS), applications and operating 

software delivered to Users for the latter to cre-

ate customised solutions, and Infrastructure as a 

Service (IAAS), which involves outsourcing 

complete IT infrastructure and equipment to the 

User.  

Regardless of the service model selected by the 

User, data integrity of the User’s own infor-

mation will remain an issue, and the User must 

be aware of the risks and issues arising from 

their confidential information being sent to the 

cloud or provided  to the Provider. 



Risks Arising from Exchange of Information  

A typical information exchange in cloud com-

puting occurs when the User stores information 

in the cloud, and essentially shares information 

with the Provider. Individual Users are free to 

share their personal information with the Pro-

vider. Corporate Users who wish to share the 

personal information of its customers or em-

ployees, however, are subject to data privacy 

laws and confidentiality undertakings. 

Corporate Users  in particular must be cogni-

sant of the level of data security control imple-

mented by the Provider to which they intend to 

outsource. Providers with lower economic re-

sources may compromise data security in the 

interest of efficiency and cost. Further, the User 

may face great privacy and confidentiality risks 

especially if the Provider has reserved the right 

to change its terms and policies at will. Users 

should make an effort to ensure the Provider’s 

security protocols are compatible with that of 

the Users’.  

Providers should also ensure that the policies 

and practices they employ are sufficient to meet 

the requirements of regional data privacy laws. 

However, the legal position is still uncertain in 

many parts of the world (including Malaysia) as 

there is a lack of specific legislation and guide-

lines to regulate cloud computing, making it 

difficult to assess if a User would be entitled to 

rely on the existing data privacy laws for the 

protection that is currently available to consum-

ers of other types of services. As a new technol-

ogy, cloud computing needs to effect a high 

level of data protection mechanisms to mini-

mise the inherent and foreseeable risks arising 

from multiple Users sharing a single “cloud”. 

Legislation in Malaysia 

Although there is currently no specific legisla-

tion in Malaysia which governs the provision of 

cloud computing services, this article will ana-

lyse certain Malaysian legislation to determine 

if such legislation may be relied on to regulate 

the confidentiality of personal information of 

Users in a cloud.  

The Personal Data Protection Act 2010 

(PDPA) 

The PDPA governs the processing of personal 

data by individuals and corporations (excluding 

the Government of Malaysia) in commercial 

transactions in Malaysia. The data user collects, 

processes and gains control over the infor-

mation of the data subject, and such data which 

relates directly or indirectly to the data subject 

will be identified as “personal data”. Apart 

from the data user and the data subject, the 

“data processor” processes the personal data 

solely on behalf of the data user for the data 

user’s purposes only.  

The PDPA applies to “(a) any person who pro-

cesses; and (b) any person who has control over 

or authorises the processing of, any personal 

data in respect of commercial transac-

tions.” (Section 2(1)). “Processing” is defined 

to mean, inter alia, recording, holding or storing 

personal data or carrying out any operation or 

set of operations on the personal data. Prima 

facie, the PDPA applies to cloud computing. 

The PDPA only applies to commercial transac-

tions within Malaysia. “Commercial transac-

tions” as defined in the PDPA refer to transac-

tions of a commercial nature only, whether con-

tractual or not, and includes a variety of matters 

such as the supply of goods or services, agency, 

investments, financing, banking and insurance. 

As the definition is not an exhaustive one, it 

may be argued that the contractual arrangement 

between the Provider and the User, pursuant to 

which the Provider provides services for, and 

facilitates, the storage of the User’s personal 

data in a cloud, and in consideration of which 

the User pays a subscription fee, could fall 

within the definition of a “commercial transac-

tion” under the PDPA.  
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Hence, although these are early days and there 

is, as yet, no case law in support of this propo-

sition, the provision of cloud computing ser-

vices by the Provider to store or process the 

User’s personal data may be construed as 

“processing” under the PDPA.  

Individual Users, in providing their respective 

personal data to the Provider for storage or pro-

cessing, would be construed as the data sub-

jects, and the Provider consequently the data 

user.  

Corporate Users may be deemed the data user 

under the PDPA if they process personal data 

of multiple data subjects, e.g. its employees or 

customers. The Provider, in storing and pro-

cessing the personal data for the User’s pur-

pose, acts as the data processor.  

Hence, a person may be classified as either a 

data user, a data subject or a data processor, 

depending on his role and responsibility with 

regard to the personal data, and depending on 

the facts of each situation. 

A key feature of the PDPA is the requirement 

for a data user and data processor to comply 

with seven (7) principles known as the Personal 

Data Protection Principles (Sections 6 to 12) 

when processing personal data. These include 

the requirement that the data subject’s consent 

be obtained to process its personal data.  

For individual Users who are data subjects, the 

Provider as the data user will need to ensure a 

consent form is signed by each individual User 

to allow the Provider to process his/her person-

al data.  

A corporate User, who is a data user, must en-

sure that its customers and employees have 

signed a consent form to allow the data proces-

sor, namely the Provider, to process their per-

sonal data. In compliance with the seven (7) 

Personal Data Protection Principles, the User 

must ensure that the Provider has given suffi-

cient guarantees to comply with the technical 

and organisational security measures necessary 

to ensure the security of the data subjects’ per-

sonal data.  

Both User and Provider alike must review their 

policies and practices to ensure PDPA compli-

ance, including making revisions to their stand-

ard consent forms, and setting up procedures on 

the storing of the type and volume of infor-

mation, and the length of time such information 

is kept. Users and Providers, in their roles as 

data users and/or data processors, are obliged to 

ensure that the personal data of data subjects 

are secured and protected from loss or destruc-

tion. 

Failure to comply with the PDPA is a criminal 

offence and attracts a fine of RM 500,000, a jail 

term of maximum 3 years, or both. Directors, 

chief executive officers, managers and secretar-

ies or other similar offices of a body corporate 

found to have committed an offence may also 

be deemed guilty of such offence.  

Other Legislation on Data Security 

In addition to the PDPA, Users and Providers 

must also ensure compliance with privacy and 

confidentiality legal requirements within their 

respective subject laws governing their busi-

nesses. For example, banks and other financial 

institutions must comply with the secrecy pro-

visions in respect of the personal data of cus-

tomers under the Banking and Financial Institu-

tions Act 1989.  

Cross-border Data Transfer 

Another key concern to users of cloud compu-

ting has been the issue of cross-border trans-

mission of information outside Malaysia and 

accordingly, into different legal jurisdictions. 

Providers may utilise servers located geograph-

ically, thousands of miles away in a country 

other than their country of domicile or incorpo-

ration, which then could give rise to complex 

Cloud computing and the threat to privacy 

Page 8 

CLC Quarterly 

A User should be 

mindful of complying  

with its contractual 

privacy and 

confidentiality legal 

commitments as well 

as of the impact of 

foreign law on data 

transferred cross-

border. 

Issue 3: March 2012 



legal and jurisdictional issues, with obvious 

implications for data security.   

The PDPA (Section 129(1)) prohibits a data 

user from transferring any personal data of a 

data subject outside Malaysia save where such 

place is recommended by the Personal Data 

Protection Commissioner and notified by the 

relevant Minister in a Gazette. Additionally, 

several laws and guidelines such as the Europe-

an Union Data Protection Directive (EU Di-

rective) have restrictions against the offshoring 

of data without the data subject’s consent.  

Due to cross-border data transfer, there is a 

likelihood that law enforcement agencies of a 

different jurisdiction may review and monitor 

information without a consumer’s consent. A 

key example is the Patriot Act in the US which 

allows federal investigators to access any infor-

mation (e.g. email and financial records) 

housed or passing through the US by a US-

based Provider (regardless of the nationality 

and the origin of the information) if it is 

deemed relevant to an investigation of terrorism 

or espionage.  

Providers must at all times be apprised of all 

laws on data privacy and online content in each 

jurisdiction in which it operates or in which its 

IT infrastructure is installed. A major hurdle 

currently being faced by Providers is the EU 

Directive prohibition against cross-border data 

transfer of personal information of EU residents 

to countries which do not provide the same 

level of data privacy laws. As the legal defini-

tion of what constitutes personal data under the 

EU Directive is wider than that of several other 

countries such as the US, Providers are forced 

to devise technical and organisational measures 

to allow the free movement of sensitive private 

data.  

There are no Malaysian laws with extra-

territorial effect regulating or protecting the 

confidentiality of data once it has been trans-

ferred or moved across international borders. 

Although it is possible for Malaysia to rely on 

existing international trade laws, this alone will 

not be sufficient especially if in conflict with 

Malaysian laws. Currently, talks are ongoing to 

enact regional cyberlaws for countries in 

ASEAN to allow for better regulation of cloud 

computing services, amongst others.  

Conclusion 

Cloud computing is likely to be the future of IT 

outsourcing. Whilst a lack of legislative guid-

ance may mean freedom to develop and to in-

novate, the failure to regulate this field could 

stunt the growth of cloud computing especially 

where there is a lack of consumer confidence 

and trust that service providers will maintain a 

high level of integrity with regard to privacy of 

personal data, and particularly, where there is 

no legislative support. 

Malaysia has often touted hereself as one of the 

leaders in technology in Asia, yet our laws have 

not moved apace with our IT development, and 

are outdated, incapable of accommodating new 

technologies. In order for Malaysian Providers 

to be on a level playing field with the likes of 

Google and Amazon, and for Malaysia to main-

tain her lead in IT in Asia, Malaysia’s lawmak-

ers should strive to be no more than a step be-

hind  new technological developments such as 

cloud computing. Only when the laws have 

finally caught up with technology, can cloud 

computing and other IT innovations and ulti-

mately, the domestic IT industry, develop to 

their fullest potential, and hand-in-glove with 

the applicable laws, provide to the consumer, 

the highest level of service coupled with data 

security and integrity, that meets and exceeds 

their expectations.  

Danny Foo 

Associate 
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Introduction 

The Money Services Business Act 2011 

(MSBA) came into force on 1 December 2011, 

and provides for a single system for the licens-

ing and regulation of the money services busi-

ness. ‘Money services business’ has been de-

fined in the MSBA as money-changing, remit-

tance and wholesale currency businesses1. It 

should be noted that the MSBA is only applica-

ble to non-bank companies2. Licensed banks 

and licensed Islamic banks regulated under the 

Banking and Financial Institutions Act 1989 

and the Islamic Banking Act 1983, respective-

ly, are not subject to the MSBA. The MSBA 

was the product of a review by Bank Negara 

Malaysia (BNM) of the laws and regulations 

governing the money services business, which 

has grown significantly over the last decade. 

According to BNM, non-bank remittance ser-

vice providers have increased from 3 as at end 

of the year 2005 to 39 as at end of the year 

2010. Consequently, total outward remittance 

has increased from RM6.1 billion in 2005 to 

RM13.4 billion in 2010. The total turnover of 

the money-changing business stood at RM17.7 

billion as at end August 2011, an increase of 

49% since 2005. This has highlighted the need 

for a more comprehensive licensing and regula-

tory framework and better oversight and control 

of the money services business. 

The remittance business was previously gov-

erned by the Exchange Control Act 1953 

(ECA) and the Payment Systems Act 2003 

(PSA) and the money-changing business was 

regulated specifically by the Money-Changing 

Act 1998 (MCA). The MSBA seeks to stream-

line the legislation applicable to these business-

es, with the objective of promoting more effi-

cient business arrangements and greater syner-

gy3. To facilitate this, the MSBA has repealed 

the MCA and introduced a single money ser-

vices business licence, which may be issued by 

BNM in different classes, categories or descrip-

tions, in respect of the money services business. 

The ECA, however, has not been repealed, but 

is to be read in conjunction with the MSBA, 

and will prevail in the event of any inconsisten-

cy between the two4.  

Licensing Requirements 

Only a company incorporated under Section 4 

of the Companies Act 1965 may apply for a 

licence under the MSBA, which mirrors the 

requirement under the previous law. Certain 

key persons, which include substantial share-

holders, directors, the chief executive officer 

and managers, must fulfil the minimum criteria 

of a ‘fit and proper’ person, which is prescribed 

in the Money Services Business (Minimum 

Criteria for a “Fit and Proper” Person) Regula-

tions 2012, recently published by BNM. The 

applicant is also required to submit, as part of 

the licensing requirements, a sound business 

plan and to show, to the extent prescribed in the 

Money Services Business (Licensing) Regula-

tions 2012 (Licensing Regulations), that it has 

adequate governance arrangements, and inter-

nal control mechanisms and procedures to man-

age the money services business, and to comply 

with the requirements of the Anti-Money Laun-

dering and Anti-Terrorism Financing Act 2001. 

Based on the Licensing Regulations, the dura-

tion of the licence granted will be for a period 

of 3 years unless a shorter period is otherwise 

specified by BNM. Upon a licence being grant-

ed, the licensee will be added to a list to be 

published by BNM in the Gazette not later than 

30 April of each year5.  

Capital Requirements 

The applicant must also show that it has the 

financial capability to satisfy the capital re-

quirements6 to carry on the relevant money 

services business, which are to be maintained at 

all times. A licensee who carries on either mon-

ey-changing or remittance business with an 

annual turnover value exceeding RM100 mil-



lion must have a minimum of RM2 million in 

paid-up capital. Where its annual turnover ex-

ceeds RM30 million, a licensee must maintain a 

paid-up capital of RM500,000, and a paid-up 

capital of RM300,000 where its annual turnover 

value does not exceed RM30 million. This will 

have a significant impact on money changers 

who, previously under the now repealed MCA, 

were required to maintain a significantly lower 

minimum paid-up share capital of RM100,000, 

regardless of annual turnover value.  

Other Obligations 

Other general obligations imposed on licensees 

under the MSBA include the obligation to issue 

a receipt to its customers7 containing infor-

mation such as details of the licensee, serial 

number of the receipt and the fees and charges 

for services rendered to the customer8 and to 

maintain records, including information and 

documents for each transaction, in respect of its 

money services business for no less than 7 

years, to enable the convenient audit of the li-

censee9.  

The prior written approval of BNM is required 

for a significant number of things, such as the 

opening or relocation of an office in Malaysia10, 

and the use of the words, “money services busi-

ness”, “money-changer”, “currency exchange”, 

“money exchange”, “forex dealer”, “foreign 

exchange”, “bureau de change”, “remittance 

services”, “money transfer”, “money remit”, 

“funds transfer”, “foreign currency wholesale 

dealer” or any other words capable of repre-

senting that a person is carrying on a money 

services business, whether in relation to its 

name, description, title11 or otherwise. BNM’s 

prior written approval is also required for any 

transfer, sale, merger or amalgamation of a li-

censee’s business. Additionally, BNM’s ex-

press sanction is required with regard to any 

appointment of a director or chief executive 

officer of the licensee12.   

Some provisions to note are Sections 32 and 33 

of the MSBA which together, effectively begin 

from the position that a licensee need only noti-

fy BNM of any changes in its shareholders and 

shareholding structure no later than 14 days 

after such changes take effect. However, where 

(i) a shareholder becomes a substantial share-

holder or there is a new substantial shareholder 

(i.e. holds an interest in 5% or more of the ag-

gregate nominal amount of the licensee’s voting 

shares as per Section 69D of the Companies 

Act 1965) and/or (ii) there is any change in the 

shareholders or in the shareholding structure of 

the licensee resulting in a change in control of 

the licensee’s money services business 

(“control” being interpreted as having more 

than 50% interest in the licensee’s shares or 

interest in one-third or more of its voting 

shares), the prior written approval of BNM 

must be obtained.  

Having said that, Section 32(1) also provides 

that, the licensee shall not allow any of its 

shares to be acquired unless the acquirer satis-

fies the minimum criteria of a “fit and proper” 

person as prescribed in the recently published 

regulations by BNM. This Section, read in the 

context of paragraphs (i) and (ii) above, appears 

to provide that, even where the change in share-

holdings is not substantial, and does not result 

in any change in control of the licensee’s busi-

ness, insofar as the shares in the licensee are 

being acquired by a new person altogether (not 

an existing shareholder), and regardless of 

whether or not that new person is buying a very 

small number of shares, the licensee will need 

to obtain BNM’s confirmation that that poten-

tial new shareholder is indeed a “fit and proper” 

person. As this obligation is placed on the li-

censee, one way of discharging such a responsi-

bility may be to incorporate such minimum 

criteria into the relevant Article relating to a 

transfer of its shares under its Articles of Asso-

ciation.  
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Remittance Business 

With respect to those licensees carrying on a 

remittance business, the MSBA imposes an 

obligation on such licensees to segregate cus-

tomers’ funds from its own, by opening a desig-

nated account with a licenced bank and deposit-

ing therein, all moneys received from custom-

ers for the purpose of remittance13. Withdraw-

als from this account are limited to those for the 

purpose of remitting to or for a customer, pay-

ing fees or charges to the licensee (of which the 

customer has been previously notified), or pay-

ing refunds to customers14.  

Although the designated account is opened in 

the name of the licensee, it contains funds be-

longing to its customers. Accordingly, Section 

37(6) expressly prohibits the monies standing 

to the credit of such account from being 

“attached, sequestered or levied upon” in re-

spect of any debt of, or claim against, the licen-

see. In the light of the statutory prohibition, it 

appears that this Section might render void or 

unenforceable, any security created by the li-

censee over the designated account and the 

monies therein, in favour of any financial insti-

tution as security for its indebtedness. It is 

therefore, important that a financial institution 

conduct the appropriate due diligence or make 

the relevant enquiries, prior to accepting securi-

ty over any account of a licensee.  

Apart from the requirement to segregate the 

funds of its customers into a separate account, 

the MSBA also provides that where the licensee 

is declared insolvent or wound up15, the moneys 

in the said account will not form part of the 

licensee’s property. This appears to imply the 

existence of a trust and accordingly, that the 

licensee owes fiduciary obligations to its cus-

tomers, in addition to those imposed by con-

tract and the MSBA.  

Based on the Money Services Business 

(Remittance Business) Regulations 2012 

(Remittance Business Regulations) released by 

BNM, the maximum daily remittance transac-

tion limit is RM50,000 for individuals and 

RM200,000 for businesses. The time frame for 

outward remittance instructions for disburse-

ment of funds to be conveyed to the corre-

spondent agent is 2 working days, as opposed 

to the previous time frame of 10 working days, 

as a result of the real-time remittance system 

currently in operation. Most notable among the 

minimum requirements for a remittance system, 

according to the Remittance Business Regula-

tions as abovementioned, is the ability to track 

and consolidate on a real-time basis outward 

remittance transactions to enable an audit trail 

to be established, to generate alerts for any in-

complete or unsuccessful transactions and to 

monitor compliance with the Anti-Money 

Laundering and Anti-Terrorism Financing Act 

2001. 

Examination, Investigation and Enforcement 

To facilitate the maintenance of effective inter-

nal control mechanisms and to enable early 

action to be taken against breaches of regulato-

ry requirements, BNM has been given the pow-

er, under the MSBA to appoint an officer to 

carry out investigations who, with a warrant, 

may search the premises of a licensee and seize 

any relevant property or documents or record 

any necessary information if there is reason to 

believe that an offence is being or is about to be 

committed16. The MSBA goes further to permit 

such powers of search and seizure to be exer-

cised without a warrant by the said officer if he 

has reasonable cause to believe that the delay 

involved in obtaining a search warrant would 

result in the damaging, tampering, removal or 

destruction of evidence17.  

The MSBA has also granted wide powers of 

enforcement to investigating officers such as 

the power to detain any person in the premises 

under search for the purposes of the investiga-

tion for a period not exceeding 24 hours18, and 
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to seize any property, documents or information 

produced before him in the course of his inves-

tigation19. The officer may also require any 

person who is the subject of an investigation to 

surrender his travel documents including pass-

port or exit permit20. In addition, BNM may 

institute civil proceedings against a person, 

whether or not such person has been charged 

with any offence under the MSBA, and whether 

or not a contravention of the MSBA has been 

proved in a prosecution21.  

Transitional period  

During the transitional period, all licences, per-

missions, and any other executive acts done 

under the ECA, MCA and PSA, are deemed to 

have been granted under the MSBA and will 

remain in full force and effect until expiry, ter-

mination or replacement. There is, however, a 

time limit within which these money services 

businesses must apply afresh for licences under 

the MSBA. If such licence or permission is 

expiring in less than 2 years from 1 December 

2011, application must be made to BNM for a 

licence under the MSBA before 31 March 

201222. For licences and permissions expiring 2 

or more years from 1 December 2011, there is a 

6 month period from 1 December 2011 within 

which an application must be made23.  

Conclusion 

The MSBA has reorganised the money services 

business landscape into a better regulated in-

dustry, with a coherent set of rules and require-

ments and most importantly, entrenched there-

in, numerous protective measures for the bene-

fit of the user of these services, notably, by re-

quiring the licensee to maintain receipts and 

records for 7 years, by vesting BNM with the 

power to conduct audits on licensees, by regu-

lating the ownership and control of licensees, 

by requiring licensees of remittance businesses 

to segregate their customers’ funds into a desig-

nated account, and generally, by requiring li-

censees to obtain the prior written approval of 

BNM for various reasons.  

The rationalisation of the legislation governing 

this industry is to be lauded, as it has enhanced 

transparency in transactions undertaken by li-

censees, and compelled them to adopt a more 

professional structure. The MSBA has finally 

offered the man-in-the-street the necessary rem-

edies and much longed for protection from un-

scrupulous and/or unlicensed vendors of for-

eign currency and foreign exchange services, 

and it now remains to be seen whether the rele-

vant authorities will do their part to wield the 

powers vested in them by the MSBA, to pursue 

and bring to book such persons. Or it would 

have all been for nought. 

Cheryl Lim 

Associate 
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‘There must be a ‘cash flow’ in the building trade. It is the very life blood of the enterprise.’  

Lord Denning1 

 

A contractor’s cash flow is crucial to its ability to timely and successfully complete its works. 

Most contractors do not have the financial ability or capacity to withstand long periods of non-

payment or reduced payment and to self finance progress of works whilst waiting for a payment 

dispute to be resolved. This is especially the case for smaller contractors and suppliers, who may 

even face insolvency if cash flow is choked by project owners or main contractors.    

The need to keep payments and cash flowing in the construction industry has led various jurisdic-

tions to intervene in contractual arrangements, with statutory remedies aimed at hastening the reso-

lution of payment disputes and payments thereafter. With generally positive reviews of such inter-

vention from the UK2, New Zealand3, Australia4 and Singapore5, Malaysia now proposes to follow 

suit with the Construction Industry Payment & Adjudication Bill 2011 (Bill).  

 The Bill in essence, seeks to introduce:  

1. Statutory Adjudication  

2. The Right to Suspend Works 

3. The Right to Direct Payment 

4. Prohibition of pay-when-paid provisions 

The Bill will apply to every construction contract made in writing, including construction consul-

tancy contracts and other forms of contracts for services. The Bill applies to all parties, including 

the Malaysian Government. The Bill governs construction contracts relating to any construction 

work carried out partially or wholly in Malaysia, even if the contract was executed outside of Ma-

laysia. If a contract falls within this category, then its payment disputes will be covered by the Bill. 

However, the Bill exempts construction contracts entered into by natural persons, if the construc-

tion is for a building meant for self-occupation, being less than four storeys high.  

Should a contract fail to expressly provide when payments are to be made to a contractor, the Bill 

prescribes a default payment methodology i.e. monthly payments for construction works and ser-

vices contracts, and in the case of supply contracts or other contracts for the supply of goods, pay-

ments are due upon the supply or delivery of the goods concerned.  

Statutory Adjudication 

Statutory adjudication under the Bill is a form of summary adjudication to enable parties to obtain 

a temporary but immediately enforceable decision resolving a dispute. It is premised on the princi-

ple of “pay now, argue later”. The adjudicator’s decision is binding until set aside in accordance 

with the Bill or if settled in writing by the parties or finally decided by litigation or arbitration.  

The appointed adjudicator has wide powers to decide disputes brought before him, including the 

power to appoint independent experts to inquire and report on specific matters. When a payment 

dispute arises, the claimant must first serve a Payment Claim on the non-paying party as a pre-

condition before the dispute may be referred to adjudication. The non-paying party may respond to 

the Payment Claim by serving a Payment Response within 10 working days. Silence on the part of 

the non-paying party would be deemed as disputing the claim. Upon the fulfilment of these condi-

tions, the claimant may subsequently initiate the adjudication process as follows: 
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Once adjudication has commenced, the adjudicator has 45 working days to reach an adjudication 

decision. If an adjudication decision is not made within such specified period, the adjudication deci-

sion will be void7 and the adjudicator loses his right to any fees8. The entire process, from the day 

the Payment Claim is served up to the time an adjudication decision is delivered, may be completed 

in as little as 100 working days.   

As earlier mentioned, the adjudicator’s decision accords a ‘temporary finality’ to the payment dis-

pute. There are limited instances where the adjudicator’s decision may be set aside i.e. (i) if it is 

tainted by elements of fraud or bribery; (iii) there has been a denial of natural justice; or (ii) if the 

adjudicator has not acted independently or impartially, or has exceeded his jurisdiction in deciding 

the dispute. Aside from this, the adjudicator’s decision may only be stayed if litigation or arbitration 

is commenced. Unless set aside or stayed, the parties are obliged to make payment in accordance 

with the decision of the adjudicator even if dissatisfied with such decision, and thereafter to refer 

the matter for final decision to arbitration or litigation, in accordance with their contract.  

Right to Suspend Works and Right to Direct Payment 

Upon obtaining the adjudication decision in his favour, the claimant has several remedies should 

the adjudicated amount remain unpaid: 
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Suspension of Work 
(section 29 of the Bill) 

Direct Payment 
(section 30 of the Bill) 

Enforcement in Court 
(section 28 of the Bill) 

The claimant has the right to 

suspend or reduce the perfor-

mance of any work or services 

under a construction contract, 

whether or not the contract 

provides for or excludes such 

right. The claimant will be 

entitled to an extension of time 

for such duration of suspension 

and will be entitled to recover 

any loss and expenses incurred 

as a result of such suspension.9 

  

The claimant may request for 

payment of the adjudicated 

amount direct from the princi-

pal of the non-paying party. Sub

-contractors will now be able to 

claim direct payment of the 

adjudicated sum from the non-

paying party’s employer, who 

can later set-off such amounts 

from payments due to the non-

paying party. 

The claimant may enforce 

the adjudication decision 

by applying to the High 

Court for an order to en-

force the adjudication deci-

sion as if it were a judg-

ment of the High Court. 

Execution of such judg-

ment will be done in ac-

cordance with the execu-

tion rules and procedures 

of the High Court. 

The contractor will be able to exercise any one or more of the remedies available to him under the 

Bill in a concurrent manner.  

Prohibition of pay-when-paid provisions 

The Bill prohibits the inclusion of contingency payments in construction contracts. This should 

effectively put an end to ‘pay if paid’ and ‘pay when paid’ provisions. These are generally found 

in subcontracts where the right of the subcontractor to be paid is conditional upon the main con-

tractor first being paid under his main contract or subject to the main contractor obtaining financ-

ing for the project. Once the Bill becomes law, such provisions will be void and unenforceable if 

included.   

Other points of interest 

The KLRCA10 will hold the role as adjudication authority and be responsible for determining the 

competency standards of adjudicators, as well as their fees for various services. Aside from nomi-

nating adjudicators where required, the KLRCA will also provide other forms of administrative 

support as may be required for adjudication. Currently, the KLRCA is actively increasing aware-

ness of the Bill by holding workshops and seminars nationwide. 

Unlike certain jurisdictions which expressly prohibit parties from contracting out of a statute11, the 

Bill does not expressly provide that parties cannot contract out of the Construction Industry Pay-

ment & Adjudication Act (the “Act”, when or if the Bill is finally gazetted) nor does it provide that 

parties may expressly agree to exclude rights conferred thereunder. However, it may be implied 

that parties have no such right to contract out of the provisions of the Act as the Act is intended to 

apply to all construction contracts. Hence, parties who wish to exclude their construction contracts 

from the purview of the Act must seek the permission of the relevant Minister12, after first obtain-

ing the recommendation of the KLRCA13. 

Should the adjudicated 

amounts remain 

unpaid, successful 

claimants will have 

concurrent rights to 

suspend work, direct 

payment from the 

employer of the non-

paying party and/or 

enforce the decision at 

the HC.  
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Conclusion 

Critics of statutory adjudication claim that this is a form of legalized ‘rough justice’, where quality 

and certainty are sacrificed at the expense of speed. This may be true, but ‘finer justice’ can be later 

obtained through arbitration or litigation. More importantly, adjudicators must be properly trained 

and well versed with the issues that they face. Unskilled adjudicators may do more harm to the in-

dustry than if the status quo were maintained and statutory adjudication not introduced at all. 

Concerns have been raised on the possibility of statutory adjudication resulting in ‘ambush claims’. 

Contractors have an unlimited amount of time to craft voluminous and intricate adjudication claims 

before serving it on the employer. The employer is then left with very little time to sieve through 

the mountains of paperwork, in order to prepare an adequate defence, especially so if the claim has 

been served at a ‘strategic’ time, such as prior to a festive season. For bigger projects, main contrac-

tors may face the risk of being swamped with adjudication claims, which may tie up its manpower 

and distract it from timely completion of the project. Proper advice from expert consultants is there-

fore, crucial to ensure that such ambush claims are adequately dealt with. 

If or when the Bill becomes law, its impact on the cash flow of the construction industry will only 

be known after the passage of time - whether unnecessary payment defaults and delays become a 

thing of the past. In the writer’s view, the Act, despite its drawbacks as highlighted by its critics, 

will be a welcome elixir in reviving and sustaining the life blood of the nation’s growing construc-

tion industry.  

Jeremy Tan 

Associate 
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11. Section 36 of Singapore’s Building and Construction Industry Security of Payments Act 2004; Section 12 of New Zea-

land’s Construction Contracts Act 2002; Section 34 of New South Wales’ Building and Construction Industry Security 

for Payment Act 1999; Section 99 of Queensland’s Building and Construction Industry Payments Act 2004; Section 53 

of Western Australia’s Construction Contracts Act 2004  

12. The Bill defines Minister as the Minister charged with the responsibility for works 

13. Section 40 of the Bill  

Critics claim CIPA is 

a form of legalized 

‘rough justice’, where 

quality and certainty 

are sacrificed at the 

expense of speed. Our 

view is that it may 

revive the life blood of 

the nation’s 

construction industry. 

http://www.legislation.gov.uk/ukpga/1996/53/contents
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